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Abstract 

In this paper, secure transmission of information over fading broadcast channels is studied in the presence of 



of the system, i.e., effective secure throughput. It is assumed that perfect channel side information (CSI) is available 
at both the transmitter and the receivers. Initially, the scenario in which the transmitter sends common messages 
Q I to two receivers and confidential messages to one receiver is considered. For this case, effective secure throughput 

region, which is the region of constant arrival rates of common and confidential messages that can be supported by 
the buffer-constrained transmitter and fading broadcast channel, is defined. It is proven that this effective throughput 
region is convex. Then, the optimal power control policies that achieve the boundary points of the effective secure 
I throughput region are investigated and an algorithm for the numerical computation of the optimal power adaptation 



schemes is provided. Subsequently, the special case in which the transmitter sends only confidential messages to one 
receiver, is addressed in more detail. For this case, effective secure throughput is formulated and two different power 
adaptation policies are studied. In particular, it is noted that opportunistic transmission is no longer optimal under 
buffer constraints and the transmitter should not wait to send the data at a high rate until the main channel is much 
better than the eavesdropper channel. 

I. Introduction 

Security is an important consideration in wireless systems due to the broadcast nature of wireless trans- 
missions. In a pioneering work, Wyner in yj addressed the security problem from an information-theoretic 
point of view and considered a wiretap channel model. He proved that secure transmission of confidential 
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messages to a destination in the presence of a degraded wire-tapper can be achieved, and he established 
the secrecy capacity which is defined as the highest rate of reliable communication from the transmitter 
to the legitimate receiver while keeping the wire-tapper completely ignorant of the transmitted messages. 
Recently, there has been numerous studies addressing information theoretic security [EJ-JI]!. For instance, the 
impact of fading has been investigated in [0, where it has been shown that a non-zero secrecy capacity can 
be achieved even when the eavesdropper channel is better than the main channel on average. The secrecy 
capacity region of the fading broadcast channel with confidential messages and associated optimal power 
control policies have been identified in [Sj], where it is shown that the transmitter allocates more power as 
the strength of the main channel increases with respect to that of the eavesdropper channel. 

In addition to security issues, providing acceptable performance and quality is vital to many applications. 
For instance, voice over IP (VoIP), interactive-video (e.g,. videoconferencing), and streaming-video systems 
are required to satisfy certain buffer or delay constraints, and the recent proliferation and expected widespread 
use of multimedia applications in next generation wireless systems call for a rigorous performance analysis 
under such quality of service (QoS) considerations. A performance measure for these systems is the effective 
capacity lIH, which can be seen as the maximum constant arrival rate that a given time- varying service 
process can support while satisfying statistical QoS constraints imposed in the form of limitations on the 
buffer length. Effective capacity is recently studied in various wireless scenarios (see e.g., [|7||-[[TT]| and 
references therein). For instance. Tang and Zhang in |I71 considered the effective capacity when both the 
receiver and transmitter know the instantaneous channel gains, and derived the optimal power and rate 
adaptation policies that maximize the system throughput under QoS constraints. Liu et al. in [9] considered 
fixed-rate transmission schemes and analyzed the effective capacity and related resource requirements for 
Markov wireless channel models. In [fTOl| and [fTT| . energy efficiency is addressed when the wireless systems 
operate under buffer constraints and employ either adaptive or fixed transmission schemes. 

The above-mentioned studies addressed the physical-layer security and QoS limitations separately. How- 
ever, the joint treatment of these considerations is of much interest from both practical and theoretical 
points of view. The practical relevance is through, for instance, the wide range of military and commercial 
applications and scenarios in which sensitive multimedia information needs to be transmitted in a wireless and 
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secure fashion. The theoretical interest is due to the certain tension that arises when both secrecy and buffer 
limitations are present. For instance, physical layer security leads to lower transmission rates. Moreover, 
the optimal performance in wireless scenarios requires opportunistic transmissions in which one has to 
wait for high-rate transmission until the main channel between the transmitter and the legitimate receiver 
is much stronger than the eavesdropper's channel. Note that both end-results may cause buffer overflows 
and packet losses and may be detrimental in buffer/delay constrained systems. Despite these motivating 
facts, the combination of security and delay/buffer considerations has received only little attention so far. In 
[[T2|. Liang et al. analyzed the arrival rates supported by a fading wire-tap channel and identified the power 
allocation policies that take into account the queue lengths. In [[T3l . Youssef et al. studied the delay limited 
secrecy capacity of fading channels. 

In this paper, we address both physical-layer security issues and buffer limitations in order to identify the 
key tradeoffs and optimal transmission strategies. We assume that perfect channel side information (CSI) is 
available at both the transmitter and receivers. We first consider a secure broadcasting scenario in which the 
transmitter sends common messages to two receivers and confidential messages to one receiver. For this case, 
we define the ejfective secrecy throughput region as the region of common and confidential message arrival 
rates that can be supported when the transmitter operates under constraints on buffer violation probabilities. 
Then, we investigate the optimal power allocation policies that achieve points on the boundary of the effective 
secrecy throughput region. We provide an algorithm to determine the power allocation as a function of the 
channel states. Subsequently, we provide a more detailed analysis of the special case in which the transmitter 
sends no common messages. In this case, the broadcast channel with confidential messages is reduced to a 
wiretap channel. In this scenario, we provide the expression for the effective secure throughput and analyze 
two types of control policies by adapting the power with respect to both the main and eavesdropper channel 
conditions and also with respect to only the main channel conditions. Through this analysis, we find that, 
due to the introduction of the buffer constraints, the transmitter cannot reserve its power for times at which 
the main channel is much stronger than the eavesdropper channel. Also, we find that adapting the power 
allocation strategy with respect to both the main and eavesdropper channel CSI rather than only the main 
channel CSI provides little improvement when QoS constraints become more stringent. 
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Fig. 1. The general system model. 

The rest of the paper is organized as follows. Section II briefly describes the system model and the 
necessary preliminaries on statistical QoS constraints and effective capacity. In Section III, the effective 
secrecy throughput region and the corresponding optimal power allocation policies are presented for fading 
broadcast channels with confidential messages. In Section IV, the special case in which the common message 
rate is zero is studied in more detail. Finally, Section V concludes the paper. 

II. System Model and Preliminaries 

A. System and Channel Models 

As depicted in Figure [H we consider a system with one transmitter and two receivers. We assume that 
the transmitter sends confidential messages to receiver 1. From this perspective, receiver 2 can be regarded 
as an eavesdropper. However, receiver 2 is not necessarily a malicious eavesdropper as we also consider a 
broadcast scenario in which transmitter sends common messages to both receivers. 

In the model, data sequences generated by the source are divided into frames of duration T. These data 
frames are initially stored in the buffer before they are transmitted over the wireless channel. The channel 
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input-output relationships are given by 



Y,[l] = h^[i]X[i] + W^[7] 



(1) 



and 



Y2[l]=h2[i]X[i] + W2\l] 



(2) 



where i is the symbol index, X[i] is the channel input in the ith symbol duration, and Yi[i] and Y2[i] 
represent the channel outputs at receivers 1 and 2, respectively. We assume that j = l,2}'s are 

jointly stationary and ergodic discrete-time processes, and we denote the magnitude- square of the fading 
coefficients by Zj [i] = \ hj [i] ^ . Considering the receiver 1 as the main user, to which we send both the common 
and confidential messages, and regarding receiver 2 as the eavesdropper for the confidential messages, we 
replace zi with zm and Z2 with ze to increase the clarity in the subsequent formulations. The channel 
input is subject to an average energy constraint E{|X[z]p} < P/B where B is the bandwidth available 
in the system and hence P is average power constraint (under the assumption that the symbol rate is B 
complex symbols per second). Above, Wj[i] is a zero-mean, circularly symmetric, complex Gaussian random 
variable with variance E{|H/'j[i]p} = Nj. The additive Gaussian noise samples are assumed to form 

an independent and identically distributed (i.i.d.) sequence. 

We denote the average transmitted signal to noise ratio with respect to receiver 1 as snr = Also, we 
denote the instantaneous transmit power in the ith frame as P[i]. Now, the instantaneous transmitted SNR 
level for receiver 1 becomes = Then, the average power constraint at the transmitter is equivalent 
to the average SNR constraint E{/i^[z]} < snr for receiver 1 [15J. If we denote the ratio between the noise 
powers of the two channels as 7 = the instantaneous transmitted SNR level for receiver 2 becomes 
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B. Secrecy Capacity Region with Common Messages 

We consider a block-fading channel in which the fading coefficients stay constant for the block duration 
of T seconds and change independently across the blocks. We assume that both the transmitter and receivers 
have perfect channel side information (CSI). Equipped with the channel knowledge, the transmitter employs 
power control. We denote the power allocation policies for the common and confidential messages by 
H = (/xo(z), /ii(z)), respectively, where z = {zm-,ze) is the vector composed of the channel states of 
receivers 1 and 2. Note that the power control policies are defined as instantaneous power levels normalized 
by the noise power Ni at receiver 1, i.e., /io(z) = and yUi(z) = where Po[^] and Pi[i] are the 
instantaneous powers of the common and confidential messages as functions of the fading states z. The 
region of fading states in which confidential messages are transmitted is Z = {z > : zm > IZe] while 
the complement of this region in the first quadrant is = {z > : zm < IZe}- In Z^, eavesdropper's 
channel is stronger and instantaneous secrecy capacity is zero. Hence, when z G Z'', confidential messages 
are not transmitted and /ii(z) = 0. Following the above definitions, we finally define U as set of the power 
allocation policies that satisfy the average snr constraint, i.e., 

U=\^li: E^e2{/io(z) + /ii(z)} + E^e2c{^o(z)} < SNR = . (3) 

With the above power control policies, the maximum instantaneous common message rate in each block 
with power control policy /i is given by [|3l Section V] 

\ log2(l + ), z G Z 

y log2(l + /io(z)2;M), z G 2:^= 

under the assumption that channel coding is performed in each block of duration T seconds, and the 
block length, which is TB symbols, is large enough so that the probability of error is negligible and hence 
communication at these rates is reliable. Under similar assumptions, the maximum instantaneous confidential 
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message rate is given by 



Ri 



log2 (1 + Hi{z) Zm) - log2 (1 + 'JHi{z) Ze) ZE Z 



(5) 



0, 



zeZ' 



Then, the ergodic secrecy capacity region for the fading broadcast channel with common and confidential 



messages it: 



7^o(z)zg 



+ Eze^c {log2(l + Ato(z)^M)} 



Ri,avg < Eze^ {logs (1 + i^ii^^ZM) " loga (1 + 7/il(z)Zi5)} 



(6) 



The following result shows the convexity of the above capacity region. 

Proposition 1: The ergodic secrecy capacity region Cg is convex. 
Proof: Let R = {Ro,avg, Ri,avg) G Cs and R' = {R'o^avgi R'l.avg) ^ two rate pairs achieved by power 

control policies ^ = (/io(z), /ii(z)) G U and /i' = {fiQ{z) , fi[{z)) G U, respectively. Now, assume that a 
time-sharing strategy is employed, and power control policy n is used a G (0, 1) fraction of the time and fx' 
is employed in the remaining 1 — a fraction of the time. The new power control policy can be expressed as 



/i, a fraction of the time 
/x', 1 — a fraction of the time 



(7) 



Since fi eU and fi' G U, we can easily see that 1E{/U*} = aE{fi} + (1 — q;)E{/x'} < SNR, and hence ^* eU 
as well. Moreover, this time- sharing strategy achieves aR + (1 — q;)R' with the power control policy /i*. 
Therefore, we conclude that R + (1 — «)R' G C^, showing the convexity of Cg. □ 



C. Statistical QoS Constraints and Effective Secure Throughput 

In [|6l, effective capacity is defined as the maximum constant arrival rate^l that a given service process can 
support in order to guarantee a statistical QoS requirement specified by the QoS exponent 9. If we define 

'Note that if coding over all channel channel states is allowed, a larger capacity region can be achieved (see e.g., fT Section IV]). 

^For time-varying arrival rates, effective capacity specifies the effective bandwidth of the arrival process that can be supported by the channel. 
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Q as the stationary queue length, then 6 is the decay rate of the tail distribution of the queue length Q: 

ii,„ !2iZWM = (8) 

Therefore, for large gmax. we have the following approximation for the buffer violation probability: P{Q > 
Qma.x) ~ 6^^'^™'"'=. Hence, while larger 6 corresponds to more strict QoS constraints, smaller 9 implies looser 
QoS guarantees. Similarly, if D denotes the steady-state delay experienced in the buffer, then P{D > 
dma.x) ~ 6"^'^'^™'''= for large d„^s,^, where S is determined by the arrival and service processes (HI. 
The effective capacity is given by 

C(^) = - lim -^log,E{e-^^[*]} bits/s, (9) 

where the expectation is with respect to S[t] = ^l=is[i], which is the time-accumulated service process, 
{sfi], 2 = 1, 2, . . .} denote the discrete-time stationary and ergodic stochastic service process. We define the 
effective capacity obtained when the service rate is confined by the secrecy capacity region as the effective 
secure throghput. 

Under the block fading assumption, the service rate in the ith block is s[i] = TBR bits per T seconds, 
where R is the instantaneous service rate for either common or confidential messages, and B is the bandwidth. 
Note that s[i] varies independently from one block to another due to the block fading assumption. Then, Q 
can be written as 

C(^) = -^log,E,{e-^^^^} bits/s. (10) 

Above, if R is equal to i?o in ©, then C{0) is the maximum effective capacity (or equivalently the maximum 
constant arrival rate) of the common messages, which can be achieved with the power allocation policy 
/i = (/io,Aii) under queueing constraints specified by the QoS exponent 9. Similarly, if R = Ri in ([5]), then 
C (9) is the maximum effective capacity of the confidential messages achieved with the power control policy 
H- Note that in both cases, R depends on the fading states z, and the expectation in (flOl) is with respect to 
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Finally, we denote the effective capacity normalized by bandwidth B as 



bits/s/Hz. 



(11) 



B 



III. Effective Secure Throughput Region with Common Messages and Optimal Power 



In this section, we investigate the secure throughput region of and the optimal power control policies 
for the fading broadcast channel with confidential messages (BCC) in the presence of statistical QoS 
constraints. Hence, in the considered scenario, the transmitter sends common messages to two receivers, 
sends confidential messages to only one receiver, and operates under buffer constraints. Liang et al. in 
ll3l showed that the fading channel can be viewed as a set of parallel subchannels with each subchannel 
corresponding to one fading state. Subsequently, the ergodic secrecy capacity region is determined and the 
optimal power allocation policies achieving the boundary of the capacity region are identified in [3J. Outage 
performance is also studied for cases in which long transmission delays cannot be tolerated and coding and 
decoding needs to be performed in one block. 

A. Effective Secure Throughput Region 

In this paper, we analyze the performance under statistical buffer constraints by considering the effective 
capacity formulation. Using the effective capacity expression in (fTOl) . we first have the following definition 
for the effective throughput region. 

Definition 1: The effective secure throughput region of the fading BCC is 



where R = {Ro,Ri) is the vector composed of the instantaneous rates for the common and confidential 
messages, respectively. 

Note that the union in (fT2l) is over the distributions of the vector R such that the expected value E{R} 
lies in the ergodic secrecy capacity region Cg. Note also that the maximum values of the instantaneous rates 



Control 




R=(i?,0,i?4) 

s.t. E{R}eCs 



(12) 
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Rq and Ri for a given power control policy /i are provided by dH) and (|5]). Moreover, in (fT2l) . Cq and Ci 
denote the effective capacities of common and confidential messages, respectively. 

Since the ergodic secrecy capacity region is convex as proved in Proposition [U we can easily prove the 
following. 

Theorem 1: The effective secrecy throughput region Ces defined in ([T2)) is convex. 
Proof: Let the two effective capacity pairs C = (Cq, Ci) and C = (Cg, C'^^) belong to Ces- Therefore, there 
exist some R = (_Ro, Ri) and R' = (Rq, R[) for C and C', respectively. By a time sharing strategy, for any 
a E (0, 1), we know that E{aR + (1 — a;)R'} G Cg. Then, we can write 

aC + (1 -a)C' 

^ log,(E{e-^™})"(E|e"^™'})'^" (13) 

log, (E{(e-^^^"^)*})" (^E|(e-^^^(i-")^')'^|y " (14) 

^^logeE{e-^^^("^+(i-'^)^')}. (15) 

Above, in (fT3l) - (fT5l) . all algebraic operations are with respect to each component of the vectors. For instance, 
the expression in (fT3l) denotes a vector whose components are | log, (E |e^^^^^^ })" ^E |e~^^^^j | j 
for j = 0, 1. The inequality in (fTSi) follows from Holder's inequality. Hence, aC + (1 — a)C lies in the 
throughput region, showing the convexity. □ 
Due to the convexity property, the points on the boundary surface of the effective throughput region 
(Cg, C^) can be obtained by solving the following optimization problem 

max AqCq + AiCi (16) 

where A = (Ao,Ai) is any vector in IH^, and Cq and Ci are the maximum effective capacity values for a 
given power control policy fi, i.e., they are the effective capacity values when the instantaneous service rates 
are the ones given in dH) and (|5]). 



9TB 
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B. Optimal Power Control 

Having characterized the effective secure throughput region, we turn our attention to optimal power control. 
Note that due to the introduction of QoS constraints, the maximization is over the effective capacities while 
the service rates are limited by the instantaneous channel capacities. 

Next, we derive the optimality conditions for the optimal power allocation /i* that solves (fT6l) . As also 
provided in Section III-B[ the maximal instantaneous common message rate for a given power control policy 
H is 

y log2 (1 + /io(z)zA/) , -L^Z" 

Similarly, the maximal instantaneous confidential message (or equivalently secrecy) rate is 

. (18) 

0, z G 

Now, using these instantaneous service rates i?o and i?i in the effective capacity expressions and recalling 
the average SNR constraint in ([3]), we can express the Lagrangian of the convex optimization problem in 
(fT6l) as 

^°ge I / / I +/il(z)^M \ p^(zM,ZE)dz+ I p^{zM,ZE)dz 

\ Jzez V 1 + 7/^1 {z)Zm J Jzez- 



/3 loge 2 

- (E,e2{/io(z) + /ii(z)} + E,ez4fio{z)}) (19) 

where = r^^, Pz{zm, ze) is the joint distribution function of the fading states z = {zm, ze), and > 
is the Lagrange multiplier. Next, we define (0o, 0i) as 

<Po= [ ( 1 + , ] p^{zM,ZE)dz+ I {1 + fio{z)zMr'^ Pz{zM,ZE)dz, (20) 

JzezK l + -i^i{z)zEj J^^z- 
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and 



1 + fiijz) Zm 



Pz{zM,ZE)dz 



Pz{zM,ZE)dz. 



(21) 



Below, we derive the optimality conditions (that the optimal power control policies should satisfy) by 
differentiating the Lagrangian with respect to /xq in regions Z'^ and Z and with respect to Hi in Z, and 
making the derivatives equal to zero: 



A, 







2)' 



3) 



Ao 



^0 



l0ge2 



z^j -K = Vz G 



A 







K = Vz G Z 



Ai 



1 + jJ^iZM 



loKg2 V I + JHiZe) {l + JHiZEy ' 01 lege 2 Vl + 7/^1 



-fS-l 



zm - IZe 
[I + ^^iiZeY 



(22) 

(23) 

K = Vz G Z 
(24) 



where (|22)) - (|24)) are obtained by evaluating the derivative of J with respect to /io when z G Z^, fiQ when 
z E Z, and /ii when z E Z, respectively. Whenever /io or /ii turns out to have negative values through 
these equations, they are set to 0. 

We immediately note from (|22)) that when z E Z" (i.e., when zm < IZe and no confidential messages 
are transmitted), the optimal power control policy for the common messages can be expressed as 



1 



1 ,8 



1 

Zm 



Vz G Z'^ 



(25) 



^^^2i2iei Also, when z G 2, if no power is allocated for confidential messages and hence 



where a\ 



\i\ = 0, then we see from (1231) that we can write the optimal /iq as 



Ho = — I Vz G Z. 



af+'{'yzE)^+^ 



IZe 



(26) 



A final remark about /io is the following. Noting that the term ( 1 + 



-13-1 



in (1231) is less than 1 for 

itQ > 0, we have -^o — ^ ^ when iio > 0. Equivalently, having , „ , , "^^-^ — < k implies that 



Ao 
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Regarding the optimal power control for the confidential messages, we have the following observations 
from the optimality conditions. We remark that when /io = 0, (l24l) becomes 

Ai f 1 + HiZm \ zm - IZe „ 

- K = (27) 



01 logg 2 V 1 + l^^lZE J (1 + 

from which the optimal fii can be computed. 

When we have both > and jii > 0, the optimal power allocations can be obtained by solving (|23]) 
and (l24l) simultaneously. In this case, a certain condition that depends only on fii can be obtained. By 
combining the equations in (|23] ) and (l24l) and applying several straightforward algebraic manipulations, we 
get 



Ai / 1 + fiiZM \ ^ Zm - IZe ( Ao 



K0llogg2 Vl + 7Ail2;£;/ (1 + 7/ii2;£;)2 Vk0o logg 2 1 + 7/ii2;£; 



(28) 



which depends only on ^i. The positive solution /ii > of this equation provides the optimal power control 
policy for the confidential messages. Once optimal yUi is determined, the optimal policy /io can be easily 
found from (|23] ). 

As seen in the above discussion, we have closed-form expressions for the optimal power control policy 
for the common messages in special cases (e.g., when z G or when /xi = 0). On the other hand, the 
optimal power control policy for the confidential messages does not assume simple closed-form formulas 
even in special cases. Hence, optimal power control is in general determined through numerical computations. 
Making use of the optimality conditions in (f22)) - (|24)) and the characterizations in (|25l) through (l28l) . we 
propose the following algorithm to obtain the optimal power adaptation policies. This algorithm is used in 
the numerical results presented in Section IIII-CI 
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Algorithm PC {Power Control) 

1 Given Aq, Ai, initialize 0o, 0i; 

2 Initialize k\ 



3 Determine ai 



K0O logg 2 

Ao 



K01 logg 2 . 

Ai ' 



4 if 2;Af - IZe > 

5 then if zm — I^e > a2 



6 
7 
8 
9 
10 

11 
12 



then Compute from (ITTI) : 

if /ii > ^ or < ai 

then /io = 0; 

else if (|28] ) returns positive solution 

then Compute /io and /ii from (|23l) and (|24)) : 

else /ii = 0, /io : 



1 



else /ii = 0, /io 
13 else /ii = 0, /io = 



1 



1 



1 



14 Check if the obtained /io and /ii satisfy the average power constraint with equality; 

15 if not satisfied with equality 

16 then update the value of k and return to Step [3l 

17 else move to Step [HI 

18 Evaluate (po and (pi with the obtained power control policies; 

19 Check if the new values of (po and 0i agree (up to a certain margin) with those used in Step [3l 

20 if do not agree 

21 then update the values of 00 and 0i and return to Step [2l 

22 else declare the obtained power allocation policies /ti and /i2 as the optimal ones. 
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SNR=0 dB 




Fig. 2. The effective secrecy throughput region for 9 = 0.01 and 9 — 0.001. 

C. Numerical Results 

In Fig. m we plot the effective secrecy throughput region for different 9 values in a Rayleigh fading 
environment in which zm and ze are independent exponential random variables with K{zm} = ^{ze} = 1- 
We assume that 7 = 1, i.e., the noise variances at both receivers are equal. We further assume that snr = 
dB. In the figure, we can observe that as 9 increases and hence QoS constraints becomes more stringent, 
the effective throughput region shrinks. It is interesting to note that the percentage- wise decrease in the 
boundary point on the y-axis (i.e., the maximum effective secrecy capacity Ci when common message rate 
is zero) is more than that in the boundary point on the x-axis (i.e., the maximum effective capacity Cq 
when confidential message rate is zero). Hence, we see that the secrecy effective capacity is more severely 
affected by more strict QoS limitations. 

We know that as snr decreases, the maximal instantaneous service rate for common/confidential messages 
decreases as well. In Fig. [3l we plot the effective secrecy throughput region for different SNR values. We 
assume that 9 = 0.01. As we see from the figure, smaller SNR introduces significant reduction in the 
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Fig. 3. The effective secrecy throughput region for SNR = dB and SNR = -10 dB. 9 = 0.01. 

effective throughput region. Moreover, it is interesting to note that, contrary to the observation we had in 
Fig. [2l the decrease in the boundary point Ci when Cq = is relatively smaller compared to the decrease in 
the boundary point Cq when Ci = 0. Hence, a more severe impact is experienced by the common message 
rates. 

Finally, we plot the optimal power adaptation policies Ho{z) and /Ui(z) as a function of the channel states 
z = {zm, ze) in Fig. m In the figure, we have snr = —10 dB and 9 = 0.01. Moreover, we assume Aq = 0.5, 
and hence these are the optimal power control policies that maximize the sum rate throughput Cq + Ci. It 
is obvious from the figure that the power for common message seems to be relatively uniformly distributed 
over all the entire channel state space while the power for confidential messages is concentrated in the 
smaller region Z. Still, we note that the optimal yUi provides relatively uniform distribution in Z rather 
than an opportunistic power allocation strategy in which more power is allocated to the transmission of 
confidential messages when zm is much larger than ze and less power otherwise. As will also be seen in the 
discussions of the following section, opportunistic power control is not necessarily optimal in the presence 



16 



0.25^ 




0.25^ 
0.2. 



^ 0.15 




Fig. 4. The power allocated to common message and confidential message transmissions as a function of z — [zm,ze)- The top figure plots 
the power control policy /lo, while the figure below plots the power control policy /ii. Ao = 0.5. SNR = —10 dB. 9 = 0.01. 
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of buffer constraints as waiting until channel conditions gets favorable may lead to buffer overflows. 



IV. Effective Secure Throughput and Optimal Power Control in the Absence of 

Common Messages 

In this section, we assume that the common message rate is zero, i.e., Rq = 0, and investigate the secrecy 
capacity and the associated optimal power control policy in the presence of QoS constraints. For this case, 
we identify equivalent optimization problems that are simpler to solve than the ones studied in Section [nil 
In particular, we analyze two types of power adaptation policies. First, we consider the case in which the 
power control policies take into account the CSI of both the main and eavesdropper channels. Subsequently, 
we investigate power allocation strategies that are functions of only the CSI of the main channel. 

A. Power Adaptation with Main and Eavesdropper Channel State Information 

In this subsection, we assume that transmitter adapts the transmitted power according to the instantaneous 
values of zm and ze- Recall that the instantaneous secrecy rate with power adaptation policy fi{zM, ze) is 
given by 

{log2(l + /i(zM, Ze)zm) - log2(l + ll^izM, Ze)ze), ZE Z 
(29) 
0, zez^ 

and the maximum effective secure throughput can be expressed as 



1 



oo p^ze 



Ci = max -——log J / / PzM{zM)PzE{zE)dzMdz_ 



IJ-{zm,ze) 9TB 
E{ti{zM ,ze)}<SNR 



JO 



+ I I f '^+l^i^M,ZE)zM \ p^j^,^{zM)PzE{zE)dzMdzE 1 (30) 



J^ZE 



1 + 7/i(2:M, Ze)ze 



eTB 



where Pzm^^m) and Pze{.ze) are the probability density functions of zm and ze, respectivel>o and (3 
Note that the first term in the log function is a constant and log is a monotonically increasing function. 

''in Section ITVl we assume that zm and ze are independent. While this is not necessarily required in Section HV- Al optimal control policy 
results in Section HV-BI depend on this assumption. Hence, we have the same assumption throughout Section ITVl for the sake of being consistent. 
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Therefore, the maximization problem in (|30l) is equivalent to the following minimization problem 



oo POO 



min / / ( ^ + j p^^^^{zM)PzE{zE)dzMdzE. (31) 



Ix{zm,ze) Jq J^zf ~^ If'i^M, Ze)ze 
E{M(2M,^is)}<SNR 



It is easy to check that when zm > JZe, 



(1±J^Y' (32) 



is a convex function in fi. Since nonnegative weighted sum of convex functions is convex lfT6l . we can 
immediately see that the objective function in (|3T1) is also convex in fi. Then, we can form the following 
Lagrangian function, denoted as J: 

J = [ [ f PzMi^M)PzEi^E)dzMdzE 
Jo J^ZE Vl + 7f^{ZM, Ze)ZeJ 

(POD POO \ 
/ / fl{zM, ZE)PzMi^M)PzE{zE)dzMdzE -SNr] . (33) 
^0 JyzE J 

Taking the derivative of the Lagrangian function with respect to /^(zm, -Ze), we get the following optimality 
condition: 

_ ^_ p f 1 + K^M, ze)zm \ ~^ Zm - IZE ^ Q ^2^^ 



diJ,{zM,ZE) \l + -fn{zM,ZE)zE J {1 + h{zm , Ze)zm){1 + I^Zm , Ze)ze) 

where A is the Lagrange multiplier whose value is chosen to satisfy the average power constraint with equality. 
For any channel state pairs {zm,ze), ^{zm-,ze) can be obtained from the above condition. Whenever the 
value of ij,{zm, ze) is negative, it follows from the convexity of the objective function with respect to 
h{zm, Ze) that the optimal value of fi{zM, ze) is 0. 

There is no closed-form solution to (l34l) . However, since the right-hand side (RHS) of (|34l) is a monoton- 
ically increasing function, numerical techniques such as bisection search method can be efficiently adopted 
to derive the solution. 

The secure throughput can be determined by substituting the optimal power control policy ii*{zm-,ze) 
in (|30l ). Exploiting the optimality condition in (|34l ). we can notice that when ^{zm-, ze) = 0, we have 
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zm — IZe = |. Meanwhile, 

1 + Ij,{zm,ze)zm\~^ 1 



< 1. (35) 



1 +-flJ,{zM,ZE)zE J {1 + Ij{zm, Ze)zm){1 + IjJ'izM, Ze)ze) 

Thus, we must have zm — IZe > | for ^{zm,ze) > 0, i.e., ^{zm-,ze) = if zm — 'JZe < |- Hence, we 
can write the maximum effective secure throughput as 



'^^ ^ ~WB^^^A Iq Jq PzM{zM)PzE{.ZE)dzMdZE 

+ I I / 1 + ^ {zm,Ze)zm \ p_,^^[zM)PzE{zE)dzMdZE 1 (36) 



J'rzE+ 



1 + 'yiJ,*{ZM,ZE)ZE 



where fi*(9, zm, ze) is the derived optimal power control policy. 

B. Power Adaptation with only Main Channel State Information 

In this section, we assume that the transmitter adapts the power level by only taking into account the CSI 
of the main channel (the channel between the transmitter and the legitimate receiver). Under this assumption, 
the instantaneous secrecy rate with power adaptation policy ^{zm) is 

{log2(l + fl{zM)zM) - log2(l + 'Jfi{zM)zE), ZE Z 
(37) 
0, zeZ" 

and the maximum effective secure throughput is 

■j^ / /»oo poo 

Ci = inax -——log J / / PzMizM)PzE{zE)dzEdzM 

l^izM) 01 D Wo Jzm/i 

E{/i(2M)}<SNR ^ ' 

^ r n^'u i+jAz^^y^ s . s ' \ 

+ / / -f ^ PzMK^MjPzEKZEjdZEdZM ]■ (38) 



JO JO xl + '^^i{zm)ze 
Similar to the discussion in Section IIV-AI we get the following equivalent minimization problem: 

mm / / — — PzuyZMjPzEKZEjdzEdzM- (39) 



M^Af) Jq Jo \1 + 'yfi{zM)zE 

E{/^(2m)}<SNR 
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The objective function in this case is again convex, and with a similar Lagrangian optimization method, we 
can get the following optimality condition: 



dfJ^izM) Jo \1 + ^h{zm)zeJ {1 + -fn{zM)zEy 

where A is the Lagrange multiplier whose value is chosen to satisfy the average power constraint with equality. 
If the obtained power level ^{zm) is negative, then the optimal value of ^{zm) becomes according to 
the convexity of the objective function in (|39l) . The RHS of (|40l ) is still a monotonic increasing function of 

Kzm)- 

The secure throughput can be determined by substituting the optimal power control policy ii*{zm) in (|38] ). 
Exploiting the optimality condition in (|40l ). we can notice that when h{zm, ze) = 0, we have 

-13 I {zm - lZE)PzE{zE)dzE + X = (41) 

P{zE < th)dt = - (42) 











Let us denote the solution to the above equation as a. Considering that 

I + ^i{zm)zm\~^~^ 1 



1 + 'Jh{zm)zeJ (1 + '^^i{zm)zeY ^ ^'^^^ 

we must have zm > ol for ij,{zm) > 0, i.e., h{zm) = if zm < «• Hence, we can write the maximum 
effective secure throughput as 

y POO POO POO 

PzM {zm)Pze {zE)dzEdzM 



2 / roL roo poo poo 

*^l = ~i^^°Se / / PzM{zM)PzE{zE)dZEdZM + / [ 

t7i -D yjo Jo J a JzmH 



+ / / ( I±i4^^^ \.,,X^u)PzA^E)dZEdZu I (44) 



a JO 



1 +7/i*(zM)2i? 

where h*(zm) is the derived optimal power control policy. 
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Fig. 5. The effective secure throughput vs. 9 in the Rayleigh fading channel with E{2:_e} = E{2Af} = 1. 7 = 1. 

C. Numerical Results 

In Fig. [51 we plot the effective secure throughput as a function of the QoS exponent 9 in Rayleigh fading 
channel with 7 = 1 when the power is adapted with respect to the full CSI (i.e., the CSI of main and 
eavesdropper channels) and also with respect to only the main CSI. It can be seen from the figure that as 
the QoS constraints become more stringent and hence as the value of 9 increases, little improvement is 
provided by considering the CSI of the eavesdropper channel in the power adaptation. In Fig. [6l we plot the 
effective secure throughput as snr varies for 9 = {0,0.001,0.01,0.1}. Not surprisingly, we again observe 
that taking into account the CSI of the eavesdropper channel in the power adaptation policy does not provide 
much gains in terms of increasing the effective secure throughput in the large snr regime. Also, as QoS 
constraints become more strict, we similarly note that adapting the power with full CSI does not increase 
the rate of secure transmission much even at medium snr levels. 

To characterize the power allocation strategy, we plot in Fig. |7] the power distribution as a function of 
{zm, ze) for the full CSI case when 9 = 0.01 and 6' = 0. In the figure, we see that for both values of 9, no 
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Fig. 6. The effective secure throughput vs. SNR in the Rayleigh fading channel with E{2;_e} — E{zm} = 1. 7 = 1. 
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power is allocated for transmission when zm < ze which is expected under the assumption of equal noise 
powers, i.e., A^i = N2. We note that when 6' = and hence there are no buffer constraints, opportunistic 
transmission policy is employed. More power is allocated for cases in which the difference zm — ze is large. 
Therefore, the transmitter favors the times at which the main channel is much better than the eavesdropper 
channel. At these times, the transmitter sends the information at a high rate with large power. When zm — ze 
is small, transmission occurs at a small rate with small power. However, this strategy is clearly not optimal 
in the presence of buffer constraints because waiting to transmit at a high rate until the main channel 
becomes much stronger than the eavesdropper channel can lead to buildup in the buffer and incur large 
delays. Hence, we do not observe this opportunistic transmission strategy when 6 — 0.01. In this case, we 
note that a more uniform power allocation is preferred. In order not to violate the limitations on the buffer 
length, transmission at a moderate power level is performed even when zm — ze is small. 

V. Conclusion 

In this paper, we have investigated the fading broadcast channels with confidential messages under 
statistical QoS constraints. We have first defined the effective secrecy throughput region and proved the 
convexity of this region. Then, optimal power control policies that achieve the points on the boundary of 
the throughput region are investigated. We have determined the conditions satisfied by the optimal power 
control policies. In particular, we have identified an algorithm for computing the optimal power allocated 
to each fading state using the optimality conditions. When the broadcast channel is reduced to the wire- 
tap channel with zero common message rate, we have investigated two types of optimal power allocation 
policies that maximize the effective secure throughput. In particular, we have noted that the transmitter 
allocates power more uniformly instead of concentrating its power for the cases in which the main channel 
is much stronger than the eavesdropper channel. By numerically comparing the obtained effective secure 
throughput, we have shown that as QoS constraints become more stringent, the benefits of incorporating the 
CSI of the eavesdropper channel in the power control policy diminish. 
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